
< > - +

Scan Statistics on Enron Graphs

Carey E. Priebe
cep@jhu.edu

Johns Hopkins University

Department of Applied Mathematics & Statistics
Department of Computer Science

Center for Imaging Science

“The wealth of your practical experience with sane and interesting problems
will give to mathematics a new direction and a new impetus.”

— Leopold Kronecker to Hermann von Helmholtz

Scan Statistics on Enron Graphs – p.1/39



< > - +

Citation

C.E. Priebe, J.M. Conroy, D.J. Marchette, and Y. Park,
“Scan Statistics on Enron Graphs,”
Computational and Mathematical Organization Theory,
to appear.

SIAM International Conference on Data Mining
Workshop on Link Analysis, Counterterrorism and Security
Newport Beach, California
April 23, 2005

http://www.ams.jhu.edu/∼priebe/sseg.html

Scan Statistics on Enron Graphs – p.2/39



< > - +

Outline

Scan Statistics on Graphs, and on Time Series thereof
Scan Statistics on Enron Graphs
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Introduction

Objective: to develop and apply a theory of scan statistics on
random graphs to perform change point / anomaly detection
in graphs and in time series thereof.
Hypotheses:

H0: homogeneity
HA: local subregion of excessive activity
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Scan Statistics

“moving window analysis”:
to scan a small “window” (scan region) over data,
calculating some locality statistic for each window;
e.g.,
• number of events for a point pattern,
• average pixel value for an image,
• ...
scan statistic ≡ maximum of locality statistic:
If maximum of observed locality statistics is large,
then the inference can be made that
there exists a subregion of excessive activity.
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Scan Statistics on Graphs

directed graph (digraph): D = (V, A)

order: |V (D)|

size: |A(D)|

k-th order neighborhood of v:
Nk[v; D] = {w ∈ V (D) : d(v, w) ≤ k}

scan region (example: induced subdigraph): Ω(Nk[v; D])

locality statistic (example: size): Ψk(v) = |A(Ω(Nk[v; D]))|

“scale-specific” scan statistic: Mk(D) = maxv∈V (D) Ψk(v)
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HA1
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p0A = pA0 = p00

Figure 1: Alternative random graph hypothesis HA1
.
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Monte Carlo SimulationH0
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Gumbel Conjecture
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Example: H0

size = 26, scan0 = 5, scan1 = 5, scan2 = 11.
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Example: HA1

size = 32, scan0 = 5, scan1 = 7, scan2 = 11.
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Example: Monte Carlo Simulation H0 vs HA1H0

unrandomized size = 0.044
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HA2

consider now a structured alternative . . .
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Example: HA2

size = 34, scan0 = 5, scan1 = 5, scan2 = 17.
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Example: HA2

size = 34, scan0 = 5, scan1 = 5, scan2 = 17.
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Example: Monte Carlo Simulation H0 vs HA2H0
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Time Series
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Time Series
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Time Series
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Enron
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Enron Data

125,409 distinct messages from 184 unique “From” field,
mostly Enron executives.
189 weeks, from 1988 through 2002.
directed edges (arcs) At = {(v, w): vertex v sends at least one
email to vertex w during the t-th week (“To”, “CC”, or “BCC”)}
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Statistics and Time Series

scale-k locality statistics: Ψk,t(v) = |A(Ω(Nk[v; Dt]))|

k = 0 : Ψ0,t(v) = outdegree(v; Dt).
scan statistic: Mk,t = maxv Ψk,t(v); k = 0, 1, 2

vertex-dependent standardized locality statistic:
Ψ̃k,t(v) = (Ψk,t(v) − µ̂k,t,τ (v)) / max(σ̂k,t,τ (v), 1)

µ̂k,t,τ (v) = 1
τ

∑t−1
t′=t−τ Ψk,t′(v)

σ̂2
k,t,τ (v) = 1

τ−1

∑t−1
t′=t−τ (Ψk,t′(v) − µ̂k,t,τ (v))2

standardized scan statistic: M̃k,t = maxv Ψ̃k,t(v)
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Statistics and Time Series
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Anomaly Detection

temporally-normalized scan
statistics: Sk,t =

(M̃k,t − µ̃k,t,`)/ max(σ̃k,t,`, 1)

detection: time t such that
Sk,t > 5

t∗ = 132 (May, 2001)
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Detection Graph D132
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Detection Graph D132

Details for the ‘detection’ graph D132

time t∗ 132 (week of May 17, 2001)
size(D132) 267

scale k Mk,132 M̃k,132 Sk,132

0 66 8.3 0.32

1 93 7.8 −0.35

2 172 116.0 7.30

3 219 174.0 5.20

number of isolates 50
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Anomaly Detection (Aliasing)

v∗ = arg maxv Ψ̃2,132(v) = k..allen

k..allen == phillip.allen?
k..allen had no activity before t∗ = 132.
At t∗ = 132, phillip.allen switched to k..allen.

Matched Filter:
For each vertex v ∈ V \ {v∗},

st∗,κ(v; v∗) =

t∗−1∑

t′=t∗−κ

|N1(v; Dt′) ∩ N1(v
∗; Dt∗)|

Is this a detection we want?
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New York Times (May 22, 2005)
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New York Times (May 22, 2005)
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Enron Timeline
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Anomaly Detection (another )

Non-zero activity: Ψ̃k,t(v) · I{µ̂0,t,τ (v) > c}

For c = 1, v∗ = roy.hayslett at t∗ = 152.

scale k Ψk,t∗−5:t∗(v
∗)

0 [ 1 , 2 , 1 , 3 , 1 , 2]
1 [ 1 , 2 , 2 , 9 , 2 , 4]
2 [ 1 , 2 , 2 , 19 , 4 , 175]
3 [ 1 , 2 , 2 , 58 , 6 , 268]
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Anomaly Detection (another )

roy.hayslett communicates with sally.beck , who is a k = 0

detection!

scale k Ψk,t∗−5:t∗(v)

0 [ 3 , 2 , 0 , 2 , 3 , 62]
1 [ 3 , 3 , 0 , 3 , 6 , 154]
2 [ 4 , 3 , 0 , 37 , 11 , 229]
3 [ 4 , 3 , 0 , 98 , 16 , 267]
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Anomaly Detection (chatter )

Seek a detection in which the excess activity is due to chatter
amongst the 2-neighbors!

Ψ̃′

t(v) =
(
Ψ̃2,t(v) · It,τ (v)

)
/ max(γt(v), 1)

It,τ (v) =I1 × I2 × I3

I1 =I{µ̂0,t,τ > c1},

I2 =I{Ψ0(v) < σ̂0,t,τ (v)c2 + µ̂0,t,τ (v)},

I3 =I{Ψ1(v) < σ̂1,t,τ (v)c3 + µ̂1,t,τ (v)}.
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Anomaly Detection (chatter )
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Anomaly Detection (chatter )

(v∗, t∗) = (steven.kean, 109)

scale k Ψk,t∗−5:t∗(v
∗)

0 [ 3 , 5 , 4 , 5 , 4 , 5]
1 [11 , 13 , 10 , 10 , 11 , 18]
2 [14 , 35 , 21 , 38 , 13 , 65]
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Anomaly Detection (chatter )
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Anomaly Detection (chatter )
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Discussion

scan statistics offers promise for
detecting anomalies in time series of graphs.
extensions:
• weighted graphs (# of messages),
• coloured hypergraphs (“To”, “CC”, or “BCC”),
• ...
• sliding window (online analysis),
• ...
• exponential smoothing, detrending, variance stabilization, ...
“Content and Scan Statistics for Enron” — John Conroy, Thursday
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Kronecker Quote

“The wealth of your practical experience
with sane and interesting problems

will give to mathematics
a new direction and a new impetus.”

– Leopold Kronecker to Hermann von Helmholtz –
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