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Abstract
Key Escrow schemes were first suggested in 1993 by US government in order to ensure both confidentiality and
interception of communications in essential cases. In 1995, Shamir proposed the Partial Key Escrow (PKE) scheme to 
prevent vast decryption of users’ data in cases the law enforcement agencies are not permitted. In this paper, a new 
Publicly Verifiable Partial Key Escrow (PVPKE) scheme is proposed. This scheme has less network traffic in 
comparison with Mao’s PVPKE scheme and offers delay recovery characteristic in the sense that there still remains 2l
steps to recover the secret key even when TTPs have accessed the escrowed part of the key. Wrongdoing in this scheme 
(in the sense of recovering the secret for an unauthorized body of TTPs) is equivalent to solving the Diffie-Hellman 
problem. This scheme does not require to have all TTPs online at the time of key escrowing (that is one of the 
characteristics of Publicly Verifiable schemes) , and it can be implemented by non-interactive manner.
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�� -�G 
�!-�h#(� .
D -� 4hg’s#'�� U� s�&�6  H& 73��� 1 qG
 )q          4+S!- 4+, ." H& �#? U� p=2q+1       #+? �1 4+! -    H& �

  v-:!p  �� ��-&D�! #�,( ,x      & v-:! �#? %� a    �#? %� l2  ���! 
.")l           `��-�+�' 43"�8� ��! �#� n�O�� ���3"�8� #��! 4! 4��! 

4���6a 1 ( )ag '�� -���Q ���.(
  f�0PVPKE     4+, � Mao[4]     .+" ��� �����+�*  ,  ��+!

          �d�+�� �P+� \+@�&�*  1 ���p+Q #+�E, .+�! �+( .8+� 2�+3q
Cramer    
���� & [8]  �� ���P�"   #�,)  KO!3�1�3  #���3! -  ( &

      \@�&�* -� 4, �I�D 1Cramer            #+��! .+�! �+( .8+� 2�+3q ��! 
   ��� H�"- ���-�* 9�#�i ,         L�+! 4@3+� U�;�� & ��� W�!�O� `I�

(�Q#.;- .         ��+! �+��� �+� ������+�* f�0 4, ." �'�� -� 9�
    ���pQ #�E, 1 �@i�, KO!)a (   \@�&�* 1Cramer  �� W��! -

  #���)        
�� 
��! Ui�, 2�3q \@�&�* -� ����a (      ��+Q 9+� 4+,
        f�0 �! �� f�0 
#� ��- j?�!Mao �� 4@3� U�;�� ��8' 1 -

���.
  H�" -�2004, Tang -� 
���� & [2] f�0 VSS �;��� � 

            �+� -�+h H& 4+3��� 1 �+(&�6 -� 4, #���h #+�h .    <+���� 9+� 4+!
`��-��'       4��+�6 `��-�+�' \+� ��+(     |&- #+���� �Oorschot  & 
Wiener[14]      43+"�8� ��+�F, 
�+�1 -� - 4��+�6 `��-��' 4, 

��          #���+( #�D-�,�� H& 43��� 1 ��( �&�6 -� �'& #��, ,�  �#+�#�
   .���pQ ��!Partiality  ��! #�(�O�  .   �� 4, -�S��F( ��1 `���

 43"�8� �6a 1 ag    #+��! -&#+]� �+F, -���+! 
��1 -�  ,  �+6)�&
Partiality��! #(�Q �SQ -� .

       -� ����� `��-��' 1 �� f�0[2]     `���+� ��! x    �+� ��+�! -

#��� . �D 1    f�0 4h �I[2]        & ." 9� ��J� ��8' 1 ( )xg '   -� - 
 -���QTTP�F� -�G �(#(�[2] f�0 Key Escrow* +������� 1

 %� ���:� 4h ." �'�� -� 9� & ��! #(�Q 
�� -� g��" �!��1�!
 f�0Publicly Verifiable  K+O! & �-� :+�� -     4+! <+E]�� ��+(

�Q ���"��� ���-#� #�( .
   �Eh #�� 4$�� ��!          ��+T�� ���+� #�* f�0 9� 4! .3�� �
�� 4�� -� ��p�O�`�(� :

4$3�       1 \$�+�� `+�-� �n+1    ���1�+!  )      & �!-�+, U+�n   �+� 
TTP(        ." -�G �!-�, 
D -� 4h �x     9�+! - TTP     #+�h `���+� �+( .

      1 M#h �( `�" �!-�,TTP       
D ���F? #�Eh �! - �(TTP ���h:�- 
�� & ��! ��Q .G#� 2�3q ��F( 4! Bm"#�"�; .4���! 2�3q �

     1 M#h�( 4h ."TTP  �()   ��+��� K+O! �+( ��� & ( �+�  #+���
  -�3�? �'��3���^ 2-�p!( )ii sE �)  `�+"TTPi    #+�E, �+! 4+, M

   
D ���F?TTP  �� :�- ��� (  �� ����� 4h   #�h �"-�! - ��� . 4!
 <���� 9� %� �?�TTP�3�����^ �-#]� .;��-� -� <E]��  , \!�G

 ��! #(�O� H�3G .  #+��3� H�3G \!�G 2�3q `( �6 &,   <+E]�� �!-�+,s 
 �� 4�Q������ .        4���+"D f�+0 U� 4, f�0 9� -�  �t   1 n   .+" 

��       4?�FI� %� 1 - 1- 
��t    ̀ �" 1  ��r?    �#� ����6:�- ��(
2�3q �!�!��1�! �3��� ��(��,  . \$�&�* H�� &:

3-1 WP.����:

3-1 -1WSetup: 
1W      v-:! H& �#? n�O�� p  4+���!     4+h �p=2q+1   & q    H& :+�� 

#��! .
2W n�O�� qG H& 43��� 1 �(&�6 
��? 4! q.
)  �6p           4+S!- & #+��! H& �#+? %+� p=2q+1    �#+��! -�+G�! :+�� 

qG�� �FI� #���       �&�6 1 ��!�� �#��� �#? 4?*
pZ   ��� n�O�� 

)    4F�FT -� 2�3qC .(     �&�6 -� ." �hw 4! M1L      H& 4+3��� 1 ��+(
��! #(�Q #'�� %� �%� ��^ �r? �( (.

3W n�O�� H, G, h, g#'�� 
��? 4! (   �&�+6 1 \]��+� ��qG �
4���!  �-��' 4h �       ��+! ��+��� 4��* -� ���D 1 M#h c�( 4���6 `�

#��3� M�E�� 9�;�0 1 M#, c�( .
) 43"�8� ��!H, G, h, g4���!  4��* -� ���D 4���6 `��-��' 4h �

   �� #��3� M�E�� ���#$�          ���+F? & 9+� 1�" `( -� g!�� 1 
�� �
 #����SHA) >�� " ��&�Q �!512��! .�! 512=p ( ���P�"

         #+�! 4+h 2-�+� 9�#! ��hg     �&�+6 1 qG       �-�+��Q 2-�+� 4+! 
 4++'�3�� Bm++" & �#++� n�++O��( ) ( ),....2,,,1,, gpHgpH

�� 43"�8���� .�� 4�� ���� �� 4'�3�� 9� 9� 1 �r? 4" 4h #!��
  -� 4'�3��{ }1−qG#���6 -�G .[1]1 B*      �r+? 4+" 9+� 9�;�+� 

 ����]� :I�H, G, h�� -�G ���D �!�! - `�(� .  �+6 H��� 
��? 4!
( )igpH ,, ,( )jgpH ,,  &( )LgpH ,,   -� { }1−qG

 -�G #���! 4��� -�G�� `�(� :

)1(
( )
( )
( )LgpHH

jgpHG
igpHh

,,
,,,

,,,

=
=

=

  �� 4, -�S��F(             .8+� 
�+� �+� & .+" ���+F? |&- 9� `���!
 n�O�� -� - �#��, n�O�� ��@EF?H, G, h, g��, �"-�! (.

4W`(-� g!�� n�O�� 1�"  9� ���F? ( ).H �! q��&�Q .�!  .

5W           2-�+� 4+! ���+F? #+�Eh ��Q ��! �!-�h �( ( ) axgP += '
 �� n�O��   4h #�hg’-�       �&�+6 #'�� %� 
D qG     & ���+! S=x+a 

     .+" �!-�h 
D 4����8� #�Eh :��)x     �+� 4+h .+" ��+O! 
�+F( -
  `�(�QEscrow    & `��h a         #��! 4h ." 4����8� #�Eh 1 KO! 
D 

  �&#� 
D 
�-&D ."#! ��!402��� ��� 
��1 4E* ( . KO!x 1 
     2-�� 4! 4����8� #�Eh( ) 21

21 ,
ss

q HGxZss =∈  n�O�� 

172



                                                                                                                                                      

  

  انجمن کامپيوتر ايران المللی دوازدهمين کنفرانس بين
  ١٣٨٥اسفند   ۳ تا ۱، تهران، ايران ، مهندسی برق و کامپيوتر دانشگاه شهيد بهشتی، دانشکده

 

  
 
 

  
  
  
  

      
  

                  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  
  

 

����� .    
��h n�O�� 4�����x 2�3q  ���+" - �(   �+� ��-�+h & �+�-
#�h[2] .
6Wn�O�� { }1' −∈ qGh4���!  4��+�6 `��-��' 4, �g’  & h’

    #��3� �O�� ���#@� 4��* -� . 9� ��!   �� `( KO!    |&- 1 
��
-� �#� ��� ��T�� .F�G3.�� ���! .

7W  �#++? �!-�++, ql Zyyy ∈−120 ,...,,  �;��p++� 2-�p++! - 

& ���, n�O��yx hgB ''=, w2-�p! :
qyyyyw l

l mod2....22 12
12

1
1

0
0

−
−++++=

 &ii ya
i hgA ''=�� ����� - #�, . 4,ia -�iA .�! iMa

." .
{ }1,0,2....22 12

12
1

1
0

0 ∈+++= −
− i

l
l aaaaa

8W    1 %��( TTP            ���p+Q #+�Eh ��+Q ��+! �+( ∗∈ qi Zx  - 

    - ��Q ���F? #�Eh & ���h n�O��ix
i Gy =1 & ix

i Hy =2

�� -�G#�(� .
   �� 4, ���I�D 1          n�+O�� ��+! ������+�* |&- s.8+� 
��

H,G,h   ��, �"-�! -  ,  \���3 & 6��     ��+O! �+( 4E�+"�! #����
#��� M�I� . 4E��� 1 ���! \��� ���� M�I�8 , ." �!-�, W#��! .

  �!-�h �( H�� ,x           9�+! ��1 g�1�� \$�&�* 1 ���P�" �! - TTP

� `���� �(�#�h :

3-1 -2W;��� P.����x:
     1 KO! 9� W#�[2]   ." �#� 4�;�6  .     � 4EF�#�i &� �!-�, #�!

f(x)& g(x) -� <��T �! qZ ��,#� 4�-� �! & t-1�� #�'�� #�,:

)2(( ) ( ) ∑∑
−

=

−

=

==
1

0

1

0

,
t

j

j
j

t

j

j
j xxgxxf βα


D -� 4,:

)3(2010 , ss == βα

 ���" &jα & jβ#� �;��p� �(.
   4EF� #�i 9� �!-�,�     �� �-#��� 4����8� 2-�p! - �(   �+'& #�,

commit 2-�p+++++! - <��+++++T jj hgc j
βα=�+++++!�

tj <≤0�++� ��++���#++�, .`�++" 9�++��F( & �#++�:�- ��++(
( ) ( )ig

i
if

ii yyY 21= ��! ni ≤≤1         #+�E, 1 ���P�+" �! 4, - 
  ���F?TTP      �� ����� - ." �#� #�'�� �(#�, .iX   2-�p! :�� 

∏
−

=

=
1

0

t

j

i
ji
j

cX    �� 43"�8� \!�G 4F( ��! #��! .   4+! 4+��� �! 4,

-#]�jj hgc j
βα=`�-� :

)4(( ) ( )igif
i hgX =

  ��+! #�, .!�q 4@�� ��! �!-�,TTP i    ��+3��� �+�^ -#+]� 
          
�+� 4, #�, .!�q #��! ." ���@� H�"-g   & 1iy   -� iX   & iY

     
�� & `( �!h   & 2iy    #��!�! `( �! :��  .  ��!     ��r+� 1 -�J�� 9�
  & �'��++3� �++�^ d�++�� �P++��( )21,,,,, iiii yyhgYXSign

�� ���P�" ��1 2-�p!#�,:
"1W�!-�++++,  �;��p++++� �#++++? &� ',' ii ts & n�++++O�� - 

2-�+++++++++++++++++++3?''
1

ii ts
i hga =, '

2
'

12
ii t

i
s

ii yya = , 

( )iiii aYaXHGhgmHc 21= , 

( ) qifcsr ii mod.'1 −=    & ( ) qigctr ii mod.'2 −=
  �+� 43+"�8� -   Bm+" & #+�,1ia , 2ia , 1ir  & 2ir  ��+��� - 

�� #�,)m." �O�� ���� .(
2W�++++++++++++++++"-&  #++++++++++++++++�! �#++++++++++++++++��,

( )iiii aYaXHGhgmHc 21= n��++++� - 
�� �"-�! - ��1 2-�3? .8� Bm" & ���,#�,:

)5(c
i

r
i

r
ii

c
i

rr
i YyyaXhga iiii 2121

2121 , ==

        #+��! -�+G�! 2-�3? 9� 4, ��-�� -� ,       .G#+� 1 �#+��, �+"-&
�� \��� 
���F0 �!-�,#�,".

 ��! L�! \���ni ≤≤1�� M�I� ���.
   �� �#�� 4h -�S��F(   �3? .8� �"-�! ���     �+( ��!  �; 2-

   7?�FI� �r?TTP   ." ��5* 
�$� �( .    \$�&�* %� �g�1�� \$�&�*
     .+" �'��+3���^ 9F+T -� & 9+� ��J� ��8' 1 1- `����[2] . 1

           �!-�, 4h ." \�'� 9� 4! |&- 9� 
��! 9� ��J� ��8'( )xg '
    -���Q -� -TTP  �F� -�G �(#(� .      ̀ ���+( 9t+FS� 9F+T -�   4+h 

  9�;��12 , ss   1 21 ss hg   .��� -&#]� l>F?  .      1 :+�� .�+��Q 9�
  o�QCommit  �� ����    4F�FT -� 4h ���B     �#+� �-�� 
D 4!
.".

3-1 -3WG!�V 3	JY� 7��� 7&��a :
          ������+�* \+@�&�* 1 2�+3q 9� ��!Cramer   -� 
�+��� & [8] 

�+++� ���P�+++"`�+++�, . f�+++0 -�Bellare & Goldwasser[1] & 
   f�0 9���F(Mao[4]             f�+0 1 �!-�+, .G#+� 2�+3q ��+! :�� 

Cramer." �#� ���P�" .
     4+++++, #+++++�, 2�+++++3q #+++++��! �!-�+++++,a�!�+++++O��  |

){ }1,0,2....22 12
12

1
1

0
0 ∈+++= −

− i
l

l aaaaa(
  ��#?l2              #+�, .+!�q ." �;�, -�, 9� ��! & ." ���! iA , 

commit .++�! U++� 4++! ��++!�� )0 �++� & 1 ( 9�++��F( & .++"
commit.�! 7F( ." �#� #�'�� :�� �(.

)6(( ) ii ya
iii hgyacommitA '', ==
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   KO! -� 4, -�S��F(Setup    `�+�P6 qi Zy ∈     �;��p+� 2-�p+! 
�� -���Q#��� .

   2�3q ��!    
�� 
��! %i�ha)        H�+�� 
�+�? 4+!l2   �+��! 


D 
��! ( -�( ) axg +' �+� ���! ��1 ����� �P� \@�&�* 1 ̀ �d�+� .
)              
�+�1 -&�+� 4+! ���3"�8� 2-#G K�:; �! 4, .�� �J� -� #��! ,

 ��( .�! �#��a�� K�:; #��! - (.
 Z�2=� �&�&:qGh∈'4���!  4���6 `��-��' 4, �g’& h' -� 

      & #��3� �O�� ���#@� 4��*qi GA ∈           �+� ��+� .+!�q #+��! 4+, 

 2-�p++!iy
i hA '= �++� & .++" iy

i hgA ''=)  
�++�'g -� 

iA .�!i M a." .(

    �	� �	�2L� �& �	" �&�&��:qi Zy ∈ 4, � 4���!yhA '=  �� 
iy

i hgA ''=.

 ���	� �	�&�:   9� iy    �+� - �    4+���! `+��  4+, �yhA '=    �+� 
iy

i hgA ''=.
 P.����:

1W�!-�,  ,1R & 2R k�" �! - iA�� \�@�� ��1 2-�p! #(�:

1W1W �++++6 yhA '= #++++��!  , �;��p++++� 2-�p++++! �!-�++++,

qZcrw ∈221 ,, & ���+++, n�+++O�� - 1R & 2R 2-�p+++! - 
1'1
whR = & ( ) 22 '.'2

c
i

r gAhR −=�� \�@�� #(�.

1W2W �+++6 iy
i hgA ''= #+++��!  , �;��p+++� 2-�p+++! �!-�+++,

qZcrw ∈112 ,, �++� n�+O�� -   & #+�,1R & 2R 2-�p++! -
11 .'1
c

i
r AhR −= & 2'2

whR =�� \�@�� #(�.

-�, �! ,1R & 2R�"-& ��! - �� �#��,#�"�;.
2W�"-& �#��, �;��p� �#? U� qZc∈  �!-�+, ��! & n�O�� 
��#�"�; .  � ��^ ��!���  2�3q s
��, �E��
��  �� 1     1�+" `(-� g!

��, ���P�") g�1�� \@�&�* #����(.
3W k�" �! �!-�, H��iA , �� �"�* ��1 2-�p!#(�:

3W1W  �+6yhA '= �!-�,#+��! , qccc mod21 −= &  
qycwr mod111 +=�� 43"�8� - #�,.
3W2W �+++++++6iy

i hgA ''=#+++++++��!  , �!-�+++++++, ,
qccc mod12 −=      & qycwr mod222 +=   - 

�� 43"�8�#�,.
 �!-�, H��,1r, 2r , 1c ,&2c�"-& ��! - �� �#��,#�"�;.

4W �"-&      �+� U+i �#+��,     4+, #+�,qccc mod21 =+  & 
11 .' 1
c
i

r ARh =& ( ) 22 '.' 2
c

i
r gARh =#��! -�G�!  . 9� -� &

�� H�3G - �!-�, 7�P6 ��L�! .8� H�F�� �! 2-��#�,[1] .

 ��! L�! \@�&�*120 −≤≤ li�� M�I� ���.

 4@�� ��!commit   .�! 7F(    ��(a   #��! �#� #�'�� ,  #��! 
 4S!-7-�G�!  4, #��! TTP�� #�, �"-�! ��D #���:

)7(12
12

2
1

2
0

210

.....'. −
−=
l

l
w AAABhP

P 7S!- -� 7." �!-�, ���F? #�E, [1].
       �!��1�! �����i 4! #�! KO! -� x   Y"�� t   �� TTP   `( 4h �

    1 �8�8� `�"x   ���h .;��-� -         ��+! - �8�8� -#]� `( & #�
 �!��1�!x�� ���� 4! #�-56 ,����*1`�.

3-1 -4W��	�	� P.����  x:
     ." KO! &� \��� \@�&�* 9� .   K+O!) �+' (   ��+@EF? ����+�i

TTP   ̀ �" ����6:�- -� �( .G#� 2�3q & �(TTP  �+� \��+� - -
     KO! -� & ���)n (     K+O! �!��1�! �����iEscrow     #+�E, �#+� 

)x (�� ��������6[2].
[(�W\<� ��	=?@��]�1T ��	=?@�� 3	JY� � 	":

TTP i #�E, 1 ���P�" �!ix ,  43+"�8� 4!( ) ( )igif
i HGS =

 1iY 2-�p++! 
1−

= ix
ii YS�++�  4++, �1��++*1−

ix
&-& ix 4++! 
 4++��F�*q.++"  .TTP i  , iS4++! -   4++@�� 2�++3q ��++F( iS

   1 �8�8� �#� ����6:�-iY ."  , �+� ����� #+�, .   9+� ��+!
." �;�, 2�3qTTP i    4+, #+�, .!�q α �+� - �   -� 4+, #+��

  Y!&-( )αGHyyy iii == 21   & α
ii SY =   �+�  #�  #+�, .

   �� -�, 9� ��!   1 
��( )iii YSyGHSign ,,,     �+�1 2-�p+! 
��, ���P�":

1WTTP i �;��p� �#? qZs∈ 2-�3? & n�O�� - '1h ,'2h   ,
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2 Tamper-resistant
3 Data Recovery Field (DRF)
4 Escrowed Encryption Standard (EES)
5 Robust threshold ELGamal cryptosystem ( see sec 2.3 of 
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6 Verifiable Secret Sharing
7 Early Recovery
8 Partial
9 Delay Recovery
10 Share Holder
11 Theoretically Secure
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