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Blocking Adult ImagesBasedon Statistical Skin Detection
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Abstract

This work is aimedat the detectionof adult imagesthat appearin Internet. Skin detectionis of the
paramountimportancein thedetectionof adult images.We build a maximumentropy modelfor this task.
This model,calledthe First OrderModel in this paper, is subjectto constraintson the color gradientsof
neighboringpixels.Parameterestimationaswell asoptimizationcannotbetackledwithoutapproximations.
With Bethetreeapproximation,parameterestimationis eradicatedand the Belief Propagationalgorithm
permitsto obtainexactandfastsolutionfor skin probabilitiesat pixel locations.We show by theReceiver
OperatingCharacteristics(ROC) curves that our skin detectionimprovesthe performanceover previous
work [6] in thecontext of skin pixel detectionrateandfalsepositive rate. The outputof skin detectionis
a grayscaleskin mapwith thegray level indicatingthebelief of skin. We thencalculate� simplefeatures
from this mapwhich form a featurevector. Most of thesefeaturesarebasedon �t ellipses,which areused
to catchthe characteristicsof detectedskin regions. Two �t ellipsesareusedfor eachskin map—the�t
ellipseof all skin regionsandthe�t ellipseof the largestskin region. They arecalledrespectively Global
Fit EllipseandLocal Fit Ellipse in this paper. A multi-layer perceptronclassi�er is thentrainedfor these
features.Plentyof experimentalresultsarepresented,includingphotographsanda ROC curve calculated
overa testsetof �	��

��� photographs,whichshow stimulatingperformancefor suchsimplefeatures.

Key Words: Maximum Entropy Modeling, Markov RandomField, Belief PropagationAlgorithm, Multi-
LayerPerceptron,SkinDetection,Adult ImageDetection.

1 Intr oduction

Imagesareanessentialpartof today'sWorld WideWeb. Thestatisticsof morethan � million HTML webpages
reveal that �������
� of web pagescontainimagesandthat on averagethereareabout ������� imagesper HTML
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webpage[23]. Theseimagesare mostly usedto make attractive Web contentsor to add graphicalitems to
mostlytextual content,suchasnavigationalarrows.

However, imagesarealsocontributing to harmful (e.g. pornographic)or even illegal (e.g. paedophiliac)
Internetcontent.Soeffective �ltering of imagesis of paramountimportancein anInternet�ltering solution.

To blockadultcontent,somerepresentative companiesasNetNanny andSurfWatch,operateby maintaining
lists of URL's andnewsgroupsandrequireconstantmanualupdating.Abundantliteratureis available,but the
Internetis very rapidly evolving, not only quantitatively. Eachday, � million pagesareappearingon theWeb.
Detectionbasedonimagecontentanalysishastheadvantageto processequallyall theimageswithout theneed
for updating,sowill producemoreeffective �ltering.

By takingadvantageof thefact thatthereis a strongcorrelationbetweenimageswith largepatchesof skin
andadult imageswe have to developa skin detector. Skin color offersaneffective andef�cient way to detect
theadultimagecontent.Thereis alreadya largeamountof work on this track.

The WIPE [4] systemdevelopedby Wang,Li, WiederholdandFirscheinusesa manually-speci�edcolor
histogrammodelasapre�lter in ananalysispipeline.Inputimageswhoseaverageprobabilityof skinis low are
acceptedasnon-offensive. Imagesthatcontainconsiderableskinpasson to a�nal stageof analysiswherethey
areclassi�ed usingwavelet features.Thealgorithmusesa combinationof Daubechieswavelets,normalized
centralmoments,andcolorhistogramsto provide semantically-meaningfulfeaturevectormatching.

Forsyth's [5] researchgrouphasdesignedandimplementedanalgorithmto screenimagesof nakedpeople.
Their algorithmsinvolve a skin �lter andhuman�gure grouper. Theskin color modelusedby Fleck,Forsyth
andBregler consistsof a manuallyspeci�ed region in a log-opponentcolor space.Detectedregionsof skin
pixels form the input to a geometric�lter basedon skeletal structure. As indicatedin their paper, �	 ��� !�

sensitivity and "	#���#!� speci�city have beenobtainedfor a testsetof ���	� imageswith naked peopleand �$�!�%�

assortedbenignimages. However, it takes about # minuteson a workstationfor the �gure grouperin their
algorithmto processa suspectimagepassedby the skin �lter . Most of the peoplein the imagesusedin the
experimentalprotocolareCaucasiansandasmallnumberof imagesareBlacksor Asians.

JonesandRehg[6] proposetechniquesfor skin color detectionby estimatingthe distribution of skin and
non-skincolor in thecolor spaceusinglabeledtrainingdata.To detectadult images,somesimplefeaturesare
extracted.Thediscriminationperformancebasedsolelyon skin is rathergoodfor suchsimplefeatures.

Bossonet al. [7] proposea pornographydetectionsystemwhich is integratedin a commercialsystem.This
systemis alsobasedon skin detection.They comparedthe generalisedlinear model,the & -nearestneighbor
classi�er, themulti-layerperception(MLP) classi�er andthesupportvectormachineandfoundthat theMLP
givesthebestclassi�cationperformance.

Ourapproachis asfollows. The�rst mainstepis skindetection.Webuild a modelwith MaximumEntropy
Modeling (MaxEnt) for theskin distribution given the input color image. This modelis a First OrderModel
(FOM) that imposesconstraintson color gradientsof neighboringpixels. Parameterestimationas well as
optimizationcannotbetackledwithout approximations.With Bethetreeapproximation,parameterestimation
is eradicatedand the Belief Propagation(BP) algorithm permitsto obtain exact and fast solution for skin
probabilitiesat pixel locations. This model is referredto asTFOM for TreeFirst OrderModel. The output
of skin detectionis a grayscaleskinmapwith thegray levelsbeingproportionalto theskin probabilities.The
secondmain stepis patternrecognition. Somefeaturesare extractedfrom the skin map which composea
featurevector. We train a MLP classi�er on ��'(�!��� patternsfrom the trainingset. In the testphase,theMLP
classi�er takesa quickdecisionon theinputpatternin onepass.

Therestof thispaperis organizedasfollows: in section2 webuild themodelfor skindetectionandpresent
thepixel classi�cationperformanceof thismodelby ReceiverOperatingCharacteristics(ROC)curves.Section
3 is devotedto featureextractionandpatternrecognition.In section4, someexperimentalresultsarepresented.
Section5 concludesthepaper.
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2 Skin Detection

Skin detectionconsistsin detectinghumanskin pixelsfrom animage[2]. It playsanimportantrole in various
applicationssuchasfacedetection[1] [3], searchingand�ltering imagecontenton theweb[4][5] [6]. A Self
OrganizingMap(SOM)for skindetectionwasproposedby [26]. In mostexperiments,skinpixelsareacquired
from a limited numberof peopleundera limited rangeof lighting conditions.

Skincolorsegmentationapproachescanbegroupedinto two basiccategories:physical-based approachesand
statisticalapproaches.Statisticalapproachescanbesubdividedfurtherinto parametricapproaches[28] [29] [3]
andnonparametricapproaches[30] [31] . Parametricmodelapproachesrepresenttheskincolordistribution in
parametricform , suchasGaussianor Gaussianmixture[1][3].

In nonparametricapproacheshistogramsare usedto representdensity in color space. The illumination
conditionsareoften unknown in an arbitraryimage,so the variationin skin colorsis muchlessconstrained
thanin controlledsetup.This is particularlytruefor webimagescapturedundera wide varietyof conditions.
However, given a large collectionof labeledtraining pixels including all humanskin (Caucasians,Africans,
Asians)we canstill modelthedistribution of skin andnon-skincolorsin thecolor space.RecentlyJonesand
Rehg[6] proposedtechniquesfor skincolordetectionby estimatingthedistribution of skinandnon-skincolor
in thecolorspaceusinglabeledtrainingdata.Bothparametricandnonparametricstatisticalapproachesusually
performcolor-segmentationin color spacesthat reducethe varying illuminant. A numberof differentcolor
spaceshave beenused,however, normalizedRGB andHSV are the most commoncolor spacesused[27].
Thecomparisonof histogrammodelsandGaussianmixturedensitymodelsestimatedwith EM algorithmwas
analyzedfor thestandard24-bitRGB color space.Thehistogrammodelswerefoundto beslightly superiorto
Gaussianmixturemodelsin termsof skin pixel classi�cationperformancefor thiscolor space[6].

A skin detectionsystemis never perfectanddifferentusersusedifferentcriteria for evaluation. General
appearanceof theskin-zonesdetected,or otherglobalcriteriamight be importantfor furtherprocessing.For
quantitative evaluation,we will usefalsepositivesanddetectionrates.Falsepositive rateis theproportionof
non-skinpixelsclassi�edasskin anddetectionrateis theproportionof skin pixelsclassi�edasskin. Theuser
might wish to combinethesetwo indicatorshis own way dependingon thekind of errorheis morewilling to
afford. Henceweproposeasystemwheretheoutputis notbinarybut a �oating numberbetweenzeroandone,
thelargerthevalue,thelargerthebelief for askinpixel. Theusercanthenapplya thresholdto obtainabinary
image.Errorratesfor all possiblethresholdingaresummarizedin theReceiverOperatingCharacteristic(ROC)
curve.

Wehave in ourhandsthepublicly availableCompaqDatabase[6]. It is acatalogof almosttwentythousand
images.Eachof themis manuallysegmentedsuchthattheskinpixelsarelabelled.Ourgoalis to infer amodel
from thissetof datain orderto performskindetectionon new images.

2.1 Maximum entropy model

Themaximumentropy model(MaxEnt)hasalonghistory. It canbeseenasa generalizationof the“Principle
of Insuf�cient Reason”. This strategy was �rst proposedasa generalinferenceprocedureby [8]. Suppose
we areaboutto estimatea distribution subjectto someconstraints.Thesecontraintscould be statisticswe
observed from a lot of samplesfrom the underlyingdistribution. That is, we constraintour solutionto those
distributionsconformingwith our observations.Thesolutionscouldbeenormousif we do not have any other
prior information.Thenwhichdistributionshouldwechoose?Maximumentropy principlesolvesthisproblem
by the policy of honesty, that is, frankly acknowledgethe full extent of its ignoranceby taking into account
all possibilitiesallowed by theknowledge[8]. We would not rule out any possibilitiesexcepttheconstraints
explicitly tell us to do so. We would acceptthesolutionthat is in line with theconstraints,andotherwiseas
uniform aspossible.Undermaximumentropy principle, the uniformity of a distribution is measuredby the
informationentropy.

MaxEnt works as follows: (1) chooserelevant features(2) computetheir histogramson the training set
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(3) write down themaximumentropy modelwithin theonesthathave the featurehistogramsasobserved on
the training set (4) estimatethe parametersof the model (5) usethe model for classi�cation. This plan has
beensuccessfullycompletedfor several tasksrelatedto speechrecognitionandlanguageprocessing.Seefor
example[9] andthereferencestherein.In theseapplicationstheunderlyinggraphof themodelis a line graph
or evena treebut in all casesit hasno loops.Whenworking with images,thegraphis thepixel lattice. It has
indeedmany loops.A breakthroughappearedwith thework in [10] on texturesimulationwhere(1)–(4)were
performedfor imagesand(5) replacedby simulation.

Weadaptto skin detectionasfollows: in (1) we specializein colorsfor two adjacentpixelsandtheir “skin-
ness”.We chooseRGB color spacein our approach.In practicewe know from [6][7] that thechoiceof color
spaceis not critical givena histogram-basedrepresentationof thecolor distribution andenoughtrainingdata.
In (2) we computethehistogramof thesefeaturesin theCompaqmanuallysegmenteddatabase.Modelsfor
(3) aretheneasilyobtained.In (4) we usetheBethetreeapproximation,see[11]. It consistsin approximating
locally the pixel lattice by a tree. The parametersof the MaxEnt modelsare thenexpressedanalyticallyas
functionsof thehistogramsof thefeatures.This is aparticularityof our features.In (5) wepursuetheapproxi-
mationin (4): we usetheBP algorithm,see[12], which is exactin treegraphbut only approximative in loopy
graphs.

Indeed,oneof ushadalreadywitnessedin a differentcontext thattreeapproximationto loopy graphmight
leadto effective algorithms,see[13].

Let's �x thenotations.The setof pixels of an imageis ) . We notate *,+.-
��'/�/�/�0'1 	�	�32!4 . Thecolor of a
pixel 5768) is 9;: , 9;:<6=* . The“skinness”of a pixel 5 , is >�: with >3:?+@� if 5 is a skin pixel and >3:?+A� if not.
Thesetof neighborsof 5 is notatedas BDCE5GF . We use � -neighborsystemhere. HI5J'LKDM denotessucha pair of
neighbors5 and K , regardlessof theorientation.Thecolor image,which is thevectorof colorpixels,is notated

9 andthebinaryimagemadeup of the >
: 's is notated> .

Fromtheuser's pointof view, theusefulinformationis containedin theone-pixel marginal of theposterior,
thatis, for eachpixel, thequantityNOCP>�:Q+R�JS 9;F , quantifyingthebelief for skinnessatpixel 5 . Bayesiananalysis
tells us that,whatever costfunctiontheusermight think of, all that is neededis the joint distribution NOCP9T'L>UF .
In practicethemodelNOCP9V'L>%F is unknown. Instead,wehave thesegmentedCompaqDatabase.It is acollection
of samples

-3CP9TWYX[Z1'L>\W]X[Z�F^'/�/�/�0'
CP9_Wa`	ZL'L>bWa`	ZcF12

wherefor each �edgf<dIh , 9

Wji�Z

is a color imageand >

Wai�Z

is theassociatedbinaryskinnessimage.We assume
that thesamplesareindependentof eachotherwith distribution NOCP9T'L>UF . Thecollectionof samplesis referred
laterasthetrainingdata.Probabilitiesareestimatedusingclassicalempiricalestimatorsandaredenotedwith
theletter k .

In whatfollows,webuild amodelfor theprobabilitydistributionof theskinnessimagegiventhecolorimage
usingMaxEnt.

2.2 First Order Model (FOM)

Our MaxEntmodelrespectsthetwo-pixel marginal of the joint distribution of color andskinnessasobserved
in thetrainingdatabase,that is, for two adjacentsites 5 and K , NOCP9O:/'L9blL'L>J:/'L>	l[F shouldmatchthoseobserved in
thetrainingdata.Hencewede�ne thefollowing constraints:

m8n�o

5p6q)O'

o

KQ6rBsCE5GF^'

o

9
:

6t*u'

o

9
l

6t*u'

o

>J:?6=-
��'���2!'

o

>	lv68-
��'���2!'

NwCP9x:$'L9blL'L>J:/'L>	l[Fy+zk%CP9x:�'L9\lL'L>J:�'L>	l[F

(1)

The quantity k%CP9
:

'L9
l

'L>
:

'L>
l

F is the proportionof timeswe observe the values CP9
:

'L9
l

'L>
:

'L>
l

F for a coupleof
neighboringpixels,regardlessof theorientationof thepixels 5 and K in thetrainingset.

Hereweshallderive aMaxEntsolutionfor thejoint distribution NwCP9T'L>UF undertheconstraints
m

.
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Remarkthattheconstraintsin (1) areexpectationswith respectto N . Indeed,

NOCP9x:�'L9\lL'L>J:/'L>	l{F|+~}€•%•ƒ‚…„�†�CP‡e:$Fc‚…„�ˆ^CP‡7lcFc‚…‰(†�C‹Š;:^Fc‚…‰(ˆ…C‹Š\l[F{Œ (2)

with

‚$•�CEŽ$F€+

•

� if •‘+~Ž

� if •t’ +~Ž

Using Lagrangemultipliers[8], the solution to the MaxEnt problemunder
m

is then the following Gibbs
distribution:

NOCP9T'L>UF|“ ”

•

:(– l‹—u˜

CP9 : 'L9 l 'L> : 'L> l F (3)

where
˜

CP9;:�'L9\lL'L>J:$'L>	l[F?M™� areparametersthatshouldbesetup to satisfytheconstraints.Thesign “ indicates
hereandafter equalityup to a function that dependspossiblyon 9 but not on > . This function is calledthe
partitionfunctionin statisticalmechanics.

UsingBayesformula,onethenobtains:

NwCP>šS 9šFy“ ”

•

:L– l‹—u˜

CP9x:�'L9\lL'L>J:�'L>	l[F (4)

Assumingthatonecolor cantake  	�	#
4 values,thetotalnumberof parametersis  	�	#

4œ›
 	�	#

4œ›
 

›
 .

Parameterestimationin the context of MaxEnt is still an active researchsubject,especiallyin situations
wherethe likelihoodfunctioncannotbe computedfor a givenvalueof theparameters.This is thecasehere,
sincethepartitionfunctioncannotbeevaluatedevenfor verysmallsizeimages.Oneline of researchconsistsin
approximatingthemodelin orderto obtaina formulawherethepartitionfunctionno longerappears:Pseudo-
likelihood[14], [15] andmean�eld methods[16], [17] areamongthem.Anotherpossibilityis to usestochastic
gradientasin [18]. However, dueto thelargenumberof parametersin theFOM model,this is a realchallenge.

Moreover, recallthatthequantitiesof interestfor theusersaretheonepixel marginalof theposterior, thatis
for each5 thequantityNOCP>�:Q+R�JS 9;F . Thesequantitiesarenoteasilyavailabledueoncemoreto theimpossibility
of evaluatingthe partition function. Onehasthento usestochasticalgorithmasthe Gibbssamplerwhich is
timeconsumingor to rely on anapproximatemodel.

BetheTreeapproximationdealswith parameterestimationby giving us a simpleanalyticalmodelfree of
parameter. WecanfurtherimplementBPalgorithmto achieve fastcomputationasweshallseenow.

2.3 BetheTreeApproximation of FOM (TFOM)

The FOM de�ned in (4) is a Markov RandomField (MRF) on thenon-orientedpixel graphwith 4-neighbor
connectivity. SeeAppendixfor an introductorydescriptionof suchmodels.Let us assumefor now that this
graphwasatree:thatis aconnectedgraphwithout loops.Then,theMaxEntsolutionfor �x ed 9 under

m

would
be

NOCP9V'L>%F€“
”

•

:L– l‹—

k�CP9;:/'L9blL'L>J:/'L>	l[F

k%CP9x:�'L>J:^F�k%CP9\lL'L>	l[F

”

:(•Gž

k%CP9x:/'L>J:^F (5)

Theproof is asfollows: we know from [25] thatany pairwiseMRF on a treegraphcanbewritten

NOC‹Ÿ�F|“
”

•

:(– l‹—

k%C‹Ÿ0:�'(Ÿ�l�F

k�C‹Ÿ
:

F�k%C‹Ÿ
l

F

”

:L•	ž

k%C‹Ÿ0:…F (6)

wherek%C‹Ÿ
:

F is theone-sitemarginalof N and k%C‹Ÿ
:

'(Ÿ
l

F is its two-sitemarginal.
Applying this resultto Ÿ +¡CP9V'L>%F permitsto obtainthe modelin equation(5). By constructionit is in

m

.
Moreover it hasthesameform astheonein equation(3) whichconcludestheproof.
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s s

Figure1: Left: aBethetreeof depth1 rootedat 5 . Right: aBethetreeof depth2 rootedat 5

UsingBayesformula,onethengets:

NOCP>_S 9;F€“

”

•

:L– l‹—

k�CP9;:/'L9bl^S >J:$'L>	l[F�k%CP>J:/'L>	l{F

k%CP9x:�S >J:^F�k%CP9\l^S >	l{F�k%CP>J:^F�k%CP>	l[F

”

:(•Gž

k�CP9;:0S >J:1F�k%CP>J:…F (7)

Themainpoint to bemadehereis thatthemodelin equation(7) is parameterfree.
We useBethetreesto simulatethe pixel graph. Bethetreesare namedafter the physicistH.A. Bethe,

who usedtreesin statisticalmechanicsproblems.They have beenintroducedin computervision asa way of
approximatingestimatorsin MRF modelsin [11]. We shall revisit this work in connectionwith maximum
entropy models.

Thekey ideais to provide a treethatapproximateslocally thepixel lattice.Moreprecisely, for eachpixel 5 ,
we considera sequenceof trees¢

:

X

'(¢

:

£

'/�/�/� of increasingdepth.Theconstructionis asfollow: theroot node
of the treeis associatedwith 5 . For eachneighborK of 5 in thepixel-graph,a child nodeindexed by K is add
to theroot node.This de�nes ¢

X

. Subsequently, for each¤ , neighborof a neighborof 5 , (excluding 5 itself),
a grandchildnodeindexed by ¤ is addedto the appropriatechild node. This de�nes ¢

£ , andso on, see[11]
for a detailedaccount.An importantremarkis thata singlepixel might leadto severaldifferentnodesin the
tree! For example ¢

:

£ is build with 5 , theneighborsof 5 andtheneighborsof these.Using4-neighbors, and
assumingthat 5 is not in theborderof theimage,thismakesup ��� pixels,but theassociatedtreehas �
� nodes,

� pixelsbeingreplicatedtwiceeach,seeFig. 1.
Nevertheless,theTFOM modelin (7) cannotbedirectly usedasit is. Indeed,thequantitiesk%CP9y:�'L9\l^S >J:�'L>	l¥F

cannotbedirectlyextractedfrom thedatabasewithoutdrasticover-�tting. In effectthefourhistogramsinvolved
have a supportof dimensionsix, threedimensionsfor eachpixel. Hence,somekind of dimensionreductionis
needed.Wehave experimentedthefollowing:

k%CP9;:/'L9\l^S >J:�'L>	l[Fy¦zk%CP9x:�S >J:^F�k%CP9\l_§=9;:0S >J:$'L>	l[F (8)

That is, we assumethat the color gradientat 5 , measuredby the quantity 9Tlv§™9x: , is, given the skinnessat
5 and K , independentof the actualcolor 9

: . Evaluationof the right sideof the sign ¦ requiresto compute#

histogramswith asupportof dimension� andwith �	 binsfor eachdimension.

2.4 Belief Propagation(BP) Algorithm

In theprevioussectionwe provedthatthequantityNOCP>_S 9;F canbeexpressedasfollows:

NOCP>_S 9;F€“
”

•

:L– l‹—?¨

CP9x:
'L9\lL'L>J:/'L>	l{F
”

:(•Gžv©

CP9;:/'L>J:…F (9)

where

¨

CP9;:�'L9blL'L>J:$'L>	l[F|+

k%CP9;:/'L9\l^S >J:�'L>	l{F�k�CP>J:�'L>	l[F

k%CP9x:�S >J:^F�k%CP9\l^S >	l[F�k%CP>J:1F�k%CP>	l[F

(10)
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Figure2: First row: original color image.Secondrow: thecorrespondingskinmapoutputby TFOM

and

©

CP9
:

'L>
:

Fy+zk%CP9
:

S >
:

F�k%CP>
:

F (11)

Our aim is to computefor eachpixel 5 , the quantity NOCP>%:0S 9x:/'15ª6A¢%«�F , for N in the modelabove, andfor &

rangingfrom � to say � . This computationcanbedoneexactly. Moreover, it canbedoneef�ciently usingthe
BP algorithm. This algorithmhasbeendiscoveredin differentscienti�c communities.It is calledBP in A.I.,
Viterbi algorithmin thespecialcaseof line graphsanddynamicprogrammingin combinatorialoptimization.
See[12] andthereferencesthereinfor adetailedaccount.

TheBPalgorithmconsistsin computing& times:

¬

lY:
CP>

:
F€­¯®

‰(ˆ

©

CP9
l

'L>
l

F

¨

CP9
:

'L9
l

'L>
:

'L>
l

F

”

°

•�±

W

l

Z

–

°�²

³

:

¬

°

l
CP>

l
F (12)

where¬

lY: areinterpretedasamessagecomingfrom K to 5 andareinitializedwith thevalue � . Wethenobtain,
for >

:
+~��'�� :

NwCP>J:
S 9x:�'15´6q¢

:

«

F€“

©

CP9x:/'L>J:…F
”

l‹•0±

W

:

Z

¬

lY:
CP>J:^F (13)

2.5 Performanceof the TFOM

Theoutputof skin detectionis a mapindicatingtheprobabilitiesof skin on pixels. Throughnormalizationwe
get a grayscaleimageon the samegrid as the input imageandwith the gray levels proportionalto the skin
probabilities. It is calledskin mapin this paper. Someskin detectionresultsof TFOM areshown in Fig. 2.
Most of theskin regionsaredetectedcorrectly. However, therearealsosomefalsealarmswhensomeobjects
with skin-like color appearin thebackground.For example,partsof thered-brickwall aremarkedasskin in
the third image. Whenskin toneis changedby stronglight, we couldmisssomeskin regions. For example,
our skin detectormissespartly theright handof theleft manin thesecondimageandtheleft armof theright
womanin thethird image.
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Figure3: Receiver OperatingCharacteristics(ROC) curves for the TreeFirst OrderModel (TFOM) andthe
baselinemodel

TheTFOM modeloutperformsthebaselinemodelimplementedin [6] asshown in our previouswork [19].
Figure 3 comparesTFOM and the baselinemodel with ROC curves in the context of skin pixel detection
rate and falsepositive rate. The resultsare computedover the Compaqdatabasecontainingabout ����'1#	"	#

photographs.It is split into two almostequalpartsrandomly. The�rst part,containingnearly  billion pixels
is usedasthetrainingsetwhile theotherone,thetestset,is left asidefor ROCcurve computation.

3 Adult ImageDetection

3.1 Feature Extraction

Therearepropositionsfor high-level featuresbasedongroupingof skin regions[5] thatmightdistinguishadult
imagesfrom thosenot,but herewehavearequirementto processtheimagesspeedilyso,alongwith [6][4], we
areinterestedto try simplerfeatures.

Sinceskindistribution is of theparamountimportancefor thedetectionof adultimages[6][7], all ourcurrent
featuresarebasedon the skin map. For the sake of practicality, the featuresshouldbe simpleandeasyto
calculate.

We �rst binarizethe skin mapby simplethresholding.We thenimplementmorphologicalopen/closeop-
erationsto remove noiseand connectbroken regions. Small skin regions are consideredinsigni�cant and
discarded.Many of our featuresarebasedon the�t ellipses[21] calculatedon theskin map,sincethey could
meetour requirementfor simplicity andcapturesomeimportantshapeinformation.Weobservedfrom experi-
mentsthatfor approachesbasedonskindetection,portraitshaveatendenceto bedetectedasadultimagessince
generallyportraitsexposeplentyof skin asadultones.The�t ellipseswill hopefullyat leasthelpdiscriminate
portraitsfrom adultimages.Wewill calculatetwo �t ellispesfor eachskinmap—theGlobalFit Ellipse(GFE)
andtheLocalFit Ellipse(LFE).TheGFEis computedonthewholeskinmap,while theLFE only onthelargest
skin region in theskin map. TheGFEandLFE capturemostof theskin distributionsin thewhole imageand
in thelargestskin region respectively. Figure4 shows theGFEaswell astheLFE for a skinmap.

With theskin map,weextract " featuresfrom theinput image.The�rst � featuresareglobal:

µ theaverageskinprobabilityof thewholeimage
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Figure4: First: theoriginal input image. Second:theGlobal Fit Ellipse (GFE)on theskin map. Third: the
LocalFit Ellipse(LFE) on theskinmap

µ theaverageskinprobabilityinsidetheGFE

µ numberof skin regionsin theimage

Theother # featuresarecomputedon thelargestskin region of theinput image.

µ distancefrom thecentroidof thelargestskin region to thecenterof theimage

µ angleof themajoraxisof theLFE from thehorizontalaxis

µ ratio of theminoraxisto themajoraxisof theLFE

µ ratio of theareaof theLFE to thatof theimage

µ averageskin probabilityinsidetheLFE

µ averageskin probabilityoutsidetheLFE

All thesefeaturescomposea simple featurevector. No effort was doneto �nd the correlationbetween
features.

3.2 Pattern Recognition

Thefeatureextractionstepsdescribedin theprevioussubsectionproducea featurevectorfor eachimage.The
taskis thento �nd thedecisionruleon this featurevectorthatoptimallyseparatesadultimagesfrom thosenot.

Evidencefrom [7] shows that theMLP classi�er offers a statisticallysigni�cant performanceover several
otherapproachessuchasthegeneralizedlinearmodel,the & -nearestneighborclassi�er andthesupportvector
machine.

Thesemilinearfeedforward netasreportedby Rumelhart,Hinton, andWilliams [24] hasbeenfoundto be
aneffective systemfor learningdiscriminantsfor patternsfrom abodyof examples.

Wedenotetheinput layeras f , thehiddenlayeras ¶ andtheoutputlayeras & . Thelearningprocedurestarts
off with a randomsetof weight values ·?¸

i

, which denotethe weightsof the net input from the f th layer to
the ¶ th layer. Oneof thetraining-setpatternsN is usedasinput to evaluatetheoutput(s)¹

•
« in a feedforward

manner. Theerrorsat theoutput(s)}º• generallywill bequite large,which necessitateschanges»7•�·
¸

i

in the
weights.Usingthebackpropagationprocedure,thenetcalculates»¼•�·

¸

i

for all the ·
¸

i

in thenetfor thepattern
N . Thisprocedureis repeatedfor all thepatternsin thetrainingsetto yield theresulting»‘·

¸

i

for all theweights
for that onepresentation.Thecorrectionsto theweightsaremadeandtheoutput(s)areagainevaluatedin a
feedforwardmanner. Discrepanciesbetweenactualandtargetoutputvaluesagainresultin evaluationof weight
changes.After completepresentationof all patternsin the trainingset,a new setof weightsis obtainedand
new output(s)areagainevaluatedin a feedforwardmanner. In a successfullearningexercise,thesystemerror
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¹$•p+z����"	�	 	#	�	# ¹…•p+~����"��U��#	#	 ¹$•p+z����"���#	���/� ¹$•p+z����"��U��#	#	 

¹$•p+z���½�	�%�$�J�	 ¹$•p+z���½�	�	�	�	�	� ¹…•p+~���½�	�	�	�	�	�

¹…•p+~���½�	�	�%�	��" ¹$•p+z�����	�	�
�G�	� ¹$•p+z���½�%���	 	�	� ¹$•p+z���½�	�	�	�	�	� ¹…•p+~���½�	�	�	�	�	�

Figure5: First row: Experimentalresultsonadultimages.Secondandthird rows: Experimentalresultsonnon
adultimages.Below theimagesaretheassociatedoutputsof theMLP

will decreasewith thenumberof iterations,andtheprocedurewill converge to a stablesetof weights,which
will exhibit only small�uctuationsin valueasfurtherlearningis attempted[22].

This net outputsa numberbetween� and � . The nearerthe numberis to � , the morepossiblythe input
patterncorrespondsto anadultimage.Wethenseta threshold¾ , �¼H¿¾AHg� , to getthebinarydecision.In the
testphase,thenettakesaquickdecisionon theinputpatternin onepass.

4 Experiments

All experimentsaremadeusingthefollowing protocol.Thedatabasecontains�/��'���#	� photographs,which are
importedfrom theCompaqdatabase[6] andthePoesiadatabase[23]. It is split into two equalpartsrandomly,
with �G'1 	"!� adultphotographsand ��'^�G�!� otherphotographsin eachpart. Thenthesetwo partsareusedasthe
trainingsetandthetestsetrespectively. In Fig. 5 we show someexamplesof theresultsfor adult imagesand
nonadultimagesfrom thetestset.Theoutputsof theMLP areshown justbelow thecorrespondingimages.

Therearesomecaseswhereourdetectordoesnotwork well. In Fig. 6 severalsuchexamplesarepresented.
The �rst adult imageis not detectedsincethe skin appearsalmostwhite dueto over-exposure. We seethat
mostof theskin is not detectedon theskin map. Thesecondadult imagecontainstwo connectedbig frames.
The LFE of this imagewill thenbe very big, and the averageskin probability inside this LFE will be very
small. The third imageis benign,but it is detectedadult sincethe toy dog takes a skin-like color and the
averageskinprobabilitiesinsidetheGFEandtheLFE areveryhigh. Thefourth imageis aportraitbut decided
adult sinceit exposesa lot of skin andeven the hair and the clothestake skin-like colors. We believe skin
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¹$•p+z���½�	�!#	�	 	� ¹$•p+z���½�	�	�	�	�!� ¹$•p+z�����	"	"G�G�	� ¹$•p+z����"	�	�	 	���

Figure6: First row: original images.Secondrow: thecorrespondingskin maps.Below theskin mapsarethe
correspondingoutputsof theMLP. The �rst two columnsareadult imageswith low outputs,while theother
two columnsarebenignimageswith high outputs

detectionbasedsolelyon color informationcannotdo muchmore,somaybesomeothersortsof information
is neededto improve theadultimagedetectionperformance.For example,somekind of facedetectorcouldbe
implementedto improve theresults.However, generallyadultimagesin webpagestendto appeartogether, and
aresurroundedby text, whichcouldbeanimportantcluefor theadultcontentdetector.

By varying the threshold¾ , a ROC curve is achieved asshown in Fig. 7. Theelapsetime is about �G�����
›

�/��À\Á second/pixel, i.e.,about � secondfor a  	�	#
›

 	�	# image.

5 Summary and Conclusions

This work is aimedat �ltering adult imagesthatappearin Internet.The �rst stepof our approachis skin de-
tection. Maximumentropy modelingis usedto evaluatetheskinnessof pixels in theinput image.We build a
First OrderModel thatintroducesconstraintson colorgradientsof neighboringpixels. We thenuseBethetree
approximationto eradicateparameterestimation.It givesus a simpleanalyticalexpressionof the maximum
entropy model,which is thencalledTFOM for TreeFirst OrderModel in this paper. TheBelief Propagation
algorithmcouldbefurtherimplementedto acceleratetheprocess.Weshow by theReceiverOperatingCharac-
teristics(ROC) curvesthatour skin detectionimprovestheperformanceover previouswork [6] in thecontext
of skin pixel detectionrateandfalsepositive rate.

Theoutputof skin detectionis a grayscaleskin map. We computea sequenceof " featuresfrom this skin
mapwhich form a featurevector. We usethe�t ellipsesto catchthecharacteristicsof skin distribution. Two
ellipsesareusedfor eachskin map—theGlobal Fit Ellipse (GFE) andthe Local Fit Ellipse (LFE). A multi-
layerperceptronclassi�er is trainedfor thesefeatures.It is asemilinearfeedforwardnetwith backpropagation
of error.

Many experimentalresultsarepresentedincludingphotographsanda ROC curve calculatedover a testset
of ��'(�!��� photographs,which show stimulatingperformancefor suchsimplefeatures.To improve theresults
onecanusea facedetector. However, in generaladult imagestendto appeartogetherandaresurroundedby
text in webpages.Theanalysisof text is known to improve theperformanceof adultwebpagedetection[6][23].
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Figure7: ROCcurve of theTFOM-MLP adultimagedetector

Appendix: MRF on tr eegraphs

Let ) be �nite setof vertices. A neighboringsystemB is a collectionof subsetsof ) indexed by a vertex :
B™+A-�Âb:ÄÃÅ)O'15p6 )v2 suchthat

µ a)
o

5œ6t)O'15Æ’ 6tÂb:

µ b)
o

5!'LKQ6t)O'15´6tÂUlVÇÈKQ6 Â\:

Onecanthencheckthat C¥)O'LB?F is anonorientedgraph.
Let ‡¯+,CP‡Æ:…Fc:(•GžšÉL‡e:p6™-J�G'/�Ê�Ê'(ËÌ2 bea stochasticprocessde�ned over a set ) andtakinga �nite number

of values.It is aMarkov RandomField (MRF) with respectto (S,V) if andonly if
o

9 68-J�G'/�Ê�Ê'(ËÍ2

ž ,
NwCP‡Î+Å9šFQM™� and

o

5´6t)O'‹NwCP‡e:v+Å9;:0S ‡7lO+~5
lcÉLKu’ +g5�Fy+ÍNwCP‡e:Q+Å9;:0S ‡7lV+Å9blLÉLKQ6 Â\:…F (14)

In words,(14) saysthat in orderto guessthevalueof ‡ at 5 , it is equivalentto know thevaluesof theentire
�eld exceptat 5 or to know thevaluesat theneighboringlocationsof 5 .

Of particularinterestare the so-calledpairwiseMRF. Thesearethe simplestandmostusedin computer
vision. Theirdistribution is givenby

Ï

CP9;F€+ÍNOCP‡e:v+z9x:/É15´6t)|F€+

�

Ð

”

•

:(– l‹—Ñ¨

:¥l(CP9;:/'L9\l[F
”

:L•	ž€©

:
CP9x:…F (15)

wheretheproductover HÒ5J'LK?M meanstheproductover all thecouplesof mutualneighborverticesand
Ð

is a
normalizingconstant.

Now, in thevery specialcasewheretheunderlyinggraphis loop free,for examplea tree,thenthefunctions
(alsocalledpotentials)

¨

:¥l and
©

: canbeexpressedassimplefunctionsof themarginalsof Ï

C��aF andmoreover
whenexpressedin suchaway, thenormalizingconstant

Ð

equalsto one.Speci�cally,

Ï

CP9;F€+
”

•

:L– l‹—

N;:¥l(CP9x:�'L9\l[F

Nx:0CP9x:…FYN\l1CP9\l[F

”

:(•Gž

Nx:�CP9x:…F (16)
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whereN;:0CP9x:^F is themarginaldistributionof Ï

C��aF for vertex 5 andNV:¥l(CP9;:/'L9\l[F is themarginaldistribution of Ï

C��aF

for neighborvertices5 and K . Thatis

Nx:�CP9;:^FÓ+ ®

„�ˆEÔ l‹•Gž%Ô l

²

³

:

Ï

CP9šF (17)

Nx:{l(CP9x:�'L9\l[FÓ+ ®

„�Õ�Ô

°

•Gž%Ô

°�²

³

:L– l

Ï

CP9;F (18)

� +

®

„�Õ�Ô

°

•Gž

Ï

CP9šF (19)

A proof canbefoundin [25].
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